Confidentiality (under review)
This Statement is issued in conformance with the requirements set out in Principle 5 of the Code of Practice for Official Statistics.  It sets out the arrangements DE Statistics and Research Branch (SRB) has put in place to:

· protect the security of its data holdings and uphold its guarantee that no statistics will be produced that are likely to identify an individual unless specifically agreed with them;

while at the same time

· obtain maximum value from these micro-data, once obtained, by extending access to bona-fide and authorised third parties.

Requests for information

All requests for information will be dealt with in a timely manner. All requests will be treated fairly and without prejudice, taking into account the public interest and the Data Protection Act and Freedom of Information Act. Guidance on the Freedom of Information Act can be found at the DE website.
Arrangements for maintaining the confidentiality of statistical data 

DE has its own information security management systems that are subject to regular internal audit. In general:

Physical security

All staff working in the organisation and all visitors to its sites require a pass to access the premises. There is no public access to any part of the organisation where confidential statistical data may be held.  

Technical security 

No confidential statistical data are held on laptops or any other portable devices or kept on unprotected portable storage media.  All transmission of micro-data is conducted within the government information network or on encrypted e-mail.

Organisational security

Data managers within SRB oversee and manage systems to protect and maintain data collated by the Branch, with the support of Information Technology professionals. 

Disclosure Security

Information held on finalised databases is anonymised.  Additionally, SRB uses a combination of data manipulation and/or statistical disclosure techniques to meet the confidentiality guarantee.  However, the general rule is that sensitive personal information relating to fewer than 5 individuals, where that information may lead to the identification of those individuals, for example through the naming of a particular school, is not released.
The paragraphs below set out the position in respect of religion, though similar considerations apply to other sensitive categories, e.g. ethnicity, special educational needs, etc.  
The practice adopted, agreed with NISRA, is that any table where there is a zero or non-zero cell of fewer than five cases relating to any religion category (e.g. specific denominations or Catholic, Protestant, Other Christian, Non Christian, No religion, Religion not stated) should have the cell suppressed
. If the total number of cases in the suppressed cells is below five, the next smallest cell should also be suppressed.    

Example 1
Actual figures

	Protestant
	 Roman Catholic
	Other
	Total

	0
	42
	0
	42


Released figures

	Protestant
	 Roman Catholic
	Other
	Total

	*
	(
	*
	42


* Fewer than five cases.

# Figure has not been given under rules of statistical disclosure.

Example 2                                                                                                                                                                 
Actual figures

	Protestant
	 Roman Catholic
	Other
	Total

	184
	2
	11
	197


Released figures

	Protestant
	 Roman Catholic
	Other
	Total

	184
	*
	#
	197


* Fewer than five cases.

# Figure has not been given under rules of statistical disclosure.

Example 3
Actual figures

	
	Protestant
	 Roman Catholic
	Other
	Total

	Year 1
	48
	0
	3
	51

	Year 2
	48
	6
	6
	60

	Year 3
	41
	1
	15
	57

	Year 4
	49
	2
	12
	63

	Year 5
	47
	3
	3
	53

	Year 6
	49
	0
	0
	49

	Year 7
	41
	2
	6
	49

	
	323
	14
	45
	382


Released  figures

	
	Protestant
	 Roman Catholic
	Other
	Total

	Year 1
	#
	0
	*
	51

	Year 2
	48
	6
	6
	60

	Year 3
	41
	*
	#
	57

	Year 4
	49
	*
	#
	63

	Year 5
	47
	*
	*
	53

	Year 6
	#
	*
	*
	49

	Year 7
	41
	*
	#
	49

	
	323
	14
	45
	382


* Fewer than five cases.

# Figure has not been given under rules of statistical disclosure.

Arrangements for providing controlled access to micro-data

Controlled access to micro data is only allowed in a limited number of circumstances and after careful consideration of the Departmental need.  Data may be released under arrangements described in a data access agreement or memorandum of understanding. Where it is not already the case, data is anonymised before release.

Auditing of beneficiaries of access

All beneficiaries of access are required to agree to audits of organisational, technical and physical security.  The standards must be those to which the beneficiary agreed in the data access agreement.

Freedom of Information Act (FOIA)

While requests under FOIA are treated on a case-by-case basis, the presumption is that requests for individual statistical records will be rejected. The legislation contains exemptions and processes that protect confidential information. 

� Obviously other cells might also need suppressed to prevent the size of the hidden cell from being deduced.    





